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Abstract

This Quick Start Guide provides information about preparing and running the MAXREFDES155# ARM®
mbed™ example and web client. The MAXREFDES155# subsystem reference design secures an
authenticated data link between loT devices and the web using the DS2476 DeepCover® secure
Coprocessor.
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Required Equipment

The equipment, ARM® mbed™ shield (MAXREDES155#) and mbed base board (MAX32600MBED#),
are available for separate purchase at Maxim Integrated’s website to produce the hardware needed for
the mbed system. Here is the list of the equipment required:

o MAXREFDES155# kit including:

e  MAXREFDES155# mbed shield.

e Infrared (IR) laser-sensor module.

e 30.48cm long x Tmm pitch SR Cable (AO4SR04SR30K305B).
e MAX32600MBED# base board.
® \Wi-Fi Hotspot (internet access is needed for MAXREFDES155#)
® USB A to USB micro-B cable

® |nternet-connected computer with USB-to-load firmware.
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Import Firmware

1. Load the mbed repository page for the "MAXREFDES155" firmware program in your web
browser.

a. Gotothe mbed web page located at https://developer.mbed.org.

b. In the upper-right corner use the Search mbed... box type the text string
"MAXREFDES155" and hit the enter key to initiate the search.

c. Click on the top search result that begins with “MAXREFDES155.”

2. Import the latest revision of the program into the online compiler by clicking on the Import
into Compiler button in the mbed repository page (Figure 1). A free mbed account is required
to access the online compiler.

ARMmbed oo s sun . :

Hardware = Documentation = Code Questions Forum LOg In/Signup Campller

@ d / @@ MAXREFDES155# Repository toolbox

DeepCover Embedded oT: Public-key Secured Data Paths

T Dependencies: & Or

& Expont to detizop 108

Home  History  Graph APl DOcumentation Wik Pull Requests

©Buld repositeny.

ecurity reference design, built to authenticate and control a sensing

The MAXREFD:
xphy with control and notification from a web server

Figure 1. Import into Compiler button.

Load Firmware

1. Add the MAX32600MBED platform to your compiler by clicking the Add to your mbed
Compiler button at the top right side of the MAX32600MBED platform page (Figure 2).

ARMmbed  oovire oo sutres  cios a

Hardware ~ Documentation «

pile a program for this

MAX32600MBED

MAXI2600 Evaluation Board

Board Partner

maxim
integrated.

Maxim Integrated

% ‘or challen
applications.

icrocontroller & Table of Contents

al micracontrolier with a variety of applications

wearable medical devices.

Figure 2. Add to your mbed Compilerbutton.
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https://developer.mbed.org/
https://developer.mbed.org/platforms/MAX32600mbed/

2. Return to the online compiler page, and select the MAX32600MBED as the compiler target by

the following steps in Figure 3:

Select a Platform
MAX32600MBED

Click the "Select” button to compile for the MAX32600MBED platform.

Description | Pinout

MAX32600 Evaluation Board
MAX32600 Wellness Measurement Microcontroller
with a varisty of applicatior

The MAX32600 is a love-power, mixed-signal mi
integration in wearable medical devices.

including

Figure 3. Selecting the MAX32600MBED as the compiler target.
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3. Open the source file WifiConnectWindow.cpp in the imported copy of MAXREFDES155

(Figure 4).

mbed
P New ~ ) Import
Program Workspace

[w] Bitmap.hpp

B Button.cpp

[] Button.hpp

[¢] cc3100.cpp

[4] ccat00hpp

[1] cc3100_pins.h

[¢] cc3100_transport.cpp

[4] ©c3100_transporth

B Display.cpp

[] Display.hpp

B DisplayGraphicWindow.cpp

m DisplayGraphicWindow.hpp

[£] DisplayldWindow.cpp

D DisplayldWindow.hpp

[c] Dszecas.cop

[4] Ds28C36.hpp

[¢] DS2476.cpp

[4] DS2476.hpp

B Errorindow.cpp

m ErrorWindow.hpp

B Factory.cpp

m Factory.hpp
Graphic.cpp

m Graphic.hpp
HexConversions.cpp

[1] HexConversions.hpp

[w] Image.hpp

B InitWindow.cpp

[ Tnitwindouehpp
Keys.hpp

[&] main.cop

B MNermalQOperationWindow.cpp

m NormalOperationWindow.hpp

B Rectangle.cpp

m Rectangle.hpp

[£] SensorNode.cpp

m SensorNode.hpp

B sha256_software.c

[6] Textepp

]

Lz | wifiConnectWindovcpp |

lu] WifiConnectWindow.hpp

D ‘Window.hpp

B ‘WindowManager.cpp

m ‘WindowManager.hpp
(&) mbed-os

[l TR T ap——

Ready.

Compile ~

/MAXREFDES 155/WifiConnectWindow.cpp

@ Commit '~ £ Revision | 3 x| @b | & | N | [ Hep rmexwsneny [l
8 [c] wificonnectwindow.cpp %
~ * &

* The mere tran r of this software does not imply any licenses

* of trade secrets, proprietary technelogy, copyrighta, patents,

* trademarks, maskwork rights, or any other form of intellectual

* property whatscever. Maxim Integrated Preoducta, Inc. retains all

* pwnership rights.

B T ]

const char
const char wifiPassword[]
cenat char serverRddress[]
const uintlé_t serverPort = 3200;

string(wifiSsid)
", this), m_continueButton("C

m_backButton(

m_descripticn.setWeordWrap{true);
m_backButton.setClickedHandler{Button: :EventHandler (this, sWifiCo

ctWindow: :backButt:

_ m:ccntlnua3utt:n‘ setClickedHandler (Butteon: :EventHandler{this, sWifiConnectWindow::cont
= m_continueButton.setFocused():
}
woid WifiConnectWindow::doPostLayout()
{
switch (m_state) w
< [} b
Compile output for program: MAXREFDES155 (] Verbose | Erorss0 | Wamnings:0 | Infos: 0
Description Error Number | Resource In Folder Local
[ >
v ‘ Compile Qutput | Find Results | Notifications <
In47 col 1 176 | v | B | By

Figure 4. Open the Wi-Fi connect source file.
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4. Edit the Wi-Fi SSID and password fields in WifiConnectWindow.cpp with the values for a
personal hotspot (Figure 5).

mbed JMAXREFDES155/WifiConnectWindow. cpp

[¥] compile v | @ Commit '~ (9 Revision |« o« | @ | Za | N | [ Help maxwsneny [l

7 New '~ B Import Save

Program Workspace | [pr—

[v] sitmap.hpp G * ~
a Button.cpp * The mere transfer of this scftware does not imply any licenses
ﬂ Button.hpp rade secrets, cprietary techneolegy, copyrights, patents,

demarka, maskw
* property whataoew
0 * gwnership rights.
B T T T R e e T T T

ghts, cr any other form intellectual

[¢] cc3100.cpp
Maxin Integrated Products, Inc. retains all

[«] CC3100.hpp

[«] €C3100_pins.h

[¢] cC3100_transport.cpp
CC3100_transport.h
Display.cpp

Display.hpp
DisplayGraphicWindow.cpp
DisplayGraphicWindow.hpp
DisplayldWindow.cpp
DisplayldWindow.hpp
DS28C36.cpp
D528C36.hpp 12

DS2476.cpp 43Qstatic const chi
D52476.hpp 44flstatic const ch
45 STatlic coast o 35

Ssid[] =
Password|[]

—
EIROQITSS L]

1m-3ecurit

E;:;x:ﬁ::;?; uz static const uintlé_t serverPort =

Factory.cpp 48 WifiConnectWindow onnectWindow {Graphic * parent) : Window(parent), m_state(Not3tarte
Factory.hpp m description("WiFi SSID: " + std::string(wifiSsid) + " i : "+ std:istring(wi
Graphic.cpp m backButton{ ", this), m continueButton( ¢ . this)

Graphic.hpp

HexConversions.cpp m_descripticn.setWordWrap(true);

HexConversions.hpp m_backButton.setClickedHandler (Button: :EventHandler (this, sWifiConnectWindow::backButt:
Image.hpp m_continueButton.setClickedHandler (Button: :EventHandler(this, sWifiConnectWindow::cont

inued . I8
InitWindow.cop m_centinueButton.setFocused()

Initwindow.hpp
keys.hpp woid WifiConnectWindow: :doPostLayout{)

main.cpp (

NMormalOperationWindow.cpp 60 switch (m_state) ]
NormalOperationWindow.hpp < 0 &
Rectangle.cpp
Rectangle.hpp
SensorNode.cpp
SensorNode.hpp Description Error Number | Resource In Folder Local
sha256_software.c

Compile output for program: MAXREFDES155 [ ] verbase Errors: 0 Warnings: 0 TInfos: O

a
&
8
]
ki

BB EEE B R B EEEEEEE B E B R EEEEEEEIEE)

w| Text.hpp

[£) WifiConnectWindow.cop

ﬂ WifiConnectWindow.hpp

B Window.hpp

[£) WindowManager.cop

[+] WindowManager.hpp < T S
) mbed-os

T mnvisenEmn cancnes

Ready. In43 cwl47 | 176 | ms L]

v | Compile Output Find Results Netifications hd

Figure 5. Editing the Wi-Fi SSID and password fields for personal hotspot.

5. You will be prompted to download "MAXREFDES155.bin,” which is the compiled binary
firmware. Compile the firmware (Figure 6).

/MAXREFDES 155/WifiConnectWindow.cpp

@ Commit v (¥ Revision | «o x| @ | &2 | N | L MAX32600MBED [

mport

ENEW'V

Figure 6. Compiling the firmware.
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6. Connect the MAX32600MBED to the computer using the HDK USB port for programming
(Figure 7).

000000000000 e

000000000006«

o
L]
-]
-]
e
-]
-]
-]
-]
o
o
o

Figure 7. Connect the MAX32600MBED to a computer using the HDK USB port.

7. The MAX32600MBED# acts as a USB-storage drive when connected to the computer. Drag
the MAXREFDES155_MAX32600MBED.bin binary to the MBED USB storage drive to
program the MAX32600MBED. When done transferring the binary, safely disconnect (eject)
the MAX32600MBED# HDK USB port as you would any USB storage drive.
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Demo Setup
This section describes the steps to setup the hardware for the demo.

1. Connect the IR-laser-sensor module (J7) to the MAXREFDES155# mbed shield (J3) using the
supplied SR cable.

2. Insert the downward facing pins on the MAXREFDESI55# assembly into the
MAX32600MBED# as shown (Figure 8).

Figure 8. Inserting pins on the MAXREFDES155# shield into the MAX32600MBED# base board.

3. Power the MAX32600MBED# through the DEV USB port (Figure 9a). Click any key to begin
and the LCD immediately displays the unique Web ID for the MAXREFDES155# mbed shield
(Figure 9b). This is used for session tracking on the web server. Write down this session Web
ID for later.

Figure 9a. Power the MAX32600MBED# and MAXREFDES155# using the DEV USB port.
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DeepCover® Embedded Security in loT:

ic-key Secured Data Paths .

L EER R B |

Figure 9b. Display the Web ID.

4. With a PC, go to www.maxim-security.com and click on the MAXREFDES155# image (Figure 10).

O . Welcome to Embedded Security in loT

Thas MANREFDES 143x i a0 ol soleranto dorma thal = socunsd
Rixem's SHA-JH Symemain kiry aulhiee alors. T Gama fm)
indursinal onvsronmand whane an loT deaco and afiachod sonscriode

s smEseratung and the biockege of kght for sxampla Telluoh 8 fille!
Agthamaton of s and nody HYW a5 wol 55 60 messagos iRem1o the
ool sonver arn SHA-204 mahonboated

ity i loT

Maees's, ECOSA aeyevemaing ki suthanbe slors . T doma 550 3
ndusiral mmmmvmmlurmummmdmvamm
misarsutn Memparatuny and contiod e OMOFF st of 8 wystem
COMpOnEnl, i S Carso @ ISad poinier. Ao domoansirabnd 8 selure
dowrioad Sancion Fom B web sene o 8 0T dovice. Auanbcabon of
ehreica Bt nods HW a5 well as 88 massages im0 he wib sore i
ECTRA mathonls ated

Figure 10. Embedded Security in loT home page.
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http://www.maxim-security.com/

5. Type in the 64-bit Web ID that you wrote down from the Demo Setup, step 3 as shown in
Figure 11, and click on Continue

maxim
integrated..

Type mbed Web ID

WEB ID
4EC10E00000000B2|

Continue |

Figure 11. and enter your mbed Web ID.

6. Verify the PC is connected to the web server as shown in Figure 12.

maxim DeepCover® Embedded Security in loT: Public-Key s )

integrated..
Secure Data Paths
Enable Laser Module w Object Temperature Alarm [30]c S Dwnhdd)
Enable Periodic Updates w» Ambient Temperature Alarm 30/°C
Object Temperature Ambient Temperature

Resd Temp Read Temp

N N
o o E
00. 00.
Time

m— Object Tempera...  wem Ambient Temper...

Alarm . Alarm .

Temperature Readings

Temperature
(Celsius)

Comunicationsoy —_——
Mar 20,2017, 11:03:00 PC Connected to Server >

Figure 12. Verify the PC Connected to Server.
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7. Provide the internet hotspot setup with the network name and network password with the
values created for Figure 5. Make sure to place the hotspot in reasonable proximity to the
mbed.

8. Follow the directions of each step on the LCD screen of the mbed shield using the directional
keys (up, down, left, right) to move the selection box between menu options and the Left Click
key to select options.

9. Verify the mbed shield LCD screen shows Sensor node: Valid, laser disabled as shown in
Figure 13 indicating the mbed is sending valid signatures to the web server but the laser is not
enabled.

Note: Toggling the Use invalid sig. instructs the mbed to make the generated temperature
measurement signatures unauthenticated when using the web client per Figure 16 and 17.

DeepCover® Embedded Security in loT:
ic-key Secured Dala Paths .

maxim
integrated

Figure 13. Sending valid signatures to the web server.
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10. Verify the web client shows Data Authenticated as in Figure 14. This is critical as it indicates
from the web server that an authentic mbed connection has been recognized. Note: The
example web client for this design utilizes a shared instance provided by Maxim for your
convenience. Maxim makes no guarantees regarding reliability, availability, or data security
when utilizing the shared web-client instance. The authenticated connection recognized in this
demo is between the mbed and the web server.

maxim DeepCover® Embedded Security in loT: omeamoes |
el public-Key Secure Data Paths

Enable Lassr Module _- Ohbject Temperature Alarm C Secure )
Downlosd

Enabie Periodic Updates _- Ambient Temperature Alarm 30]c

Object Temperature | Ambient Temperature Temperature Readings

Read Temp Read Temp

1.00

Temperature (Celsius)

Time
m— Cbject Temp.. w— Ambicnt Te...

Communication Log ClearLog )

Rl
Mar 17,2017, 11:48:07 Hash message :
FF43F3C150EB537D2F9FCEFF78E32E9E13BA1FE6DB5DBBBE948BEQ1A92F0042CA
Device Public Key X:
1848E8C10548CDD9C1E319A0B2C893F0E1E85513CF50D6E2AD47402F18788CE4D
Device Public Key Y:
B7BDE689E47TDB3DBBF2A38FA5498896BE61E46B21671921D4427C28F44C5B205
Signature R:
99CC38747E7FD45BB1AF74A393480F0F8732915312FE78ATEFBC27E74C1A1FB0
Signature S:

BEE F01154E4A994249750861DD826D692DF 39
ar 17,2017, 11:48:07 Data Authenticated -

-

Figure 14. Web server verification that the mbed is Authentic.
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1. To summarize, if everything is correct the following (as illustrated in Figure 15) shows what
occurred to establish a secure connection to the Web Server:

a. mbed connects to the web server through Wi-Fi.

b. The web server sends a signed command and challenge requesting the mbed's
identity information.

c. mbed verifies command and sends Web ID, device public key, key certificate, and
signature generated from preceding data and provided challenge to the web
server.

d. The web server uses the system public key to verify mbed is part of the system by
checking the certificate.

e. The web server verifies the signature by using the received data challenge, and
device public key. If the mbed is authenticated, then the web server allows the
connection. If not authenticated, the web server drops the mbed connection and
does not accept any incoming data.

Note: During ldle Server waits
for connections

Web Server o
ROMID: Sys Pukey

DevPukey YOS
. Or
No?

MAXREFDES 155 mbed Shield

IR Laser
Sensor Module

©

Send
Auth Cmd!

DS28C36 2%

9/

7 (@L: C IRTemp [N

1D: y 2 Sensor 15
4EEB... > /
Dev PuKey -

Laser Pointer ¢’
Signals from mbed
base board

o Authentic!
"

/ mbed Platform
o Fiamsoch MAX32600MBED

Signature

Figure 15. Establishing the setup connection to the web server.
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Run the Demo

Temperature Demo

A web client runs the demo by executing the mbed commands and displaying the results of
temperature that was authenticated by the web server. After the Demo Setup has successfully

completed do the fol

lowing to run this demo:

1. Click on the Enable Laser Module so the laser-pointer power is enabled securely.
Note: For safety, when the mbed receives the enable sensor module, the DS2476
authenticates the DS28C36. If the DS28C36 is found authentic then the DS28C36 GPIO is
enabled by a write authentication. This in turn enables the laser-pointer power. Otherwise, the
DS28C36 GPIO is kept disabled which in turn keeps the laser pointer in a safe state.

2. Click on the Read Temp button (Figure 16) and verify a temperature was read and is

authentic.

maxim
integrated..

DeepCower® Embedded Security in loT:
Public-Key Secure Data Paths

Enable Laser Module -_ Orbject Temperature Alarm =C Secure
~Download )

Enable Periodic Updetes B Ambiznt Temperature Alarm [30)e

Object Temperature Ambient Temperature Temperature Readings

LS |

.

(00.)|

Temperature (Celsius)

-

Time
e @ == Object Tem... === Ambient Te

Communication Log CIearLug)

OO T JO0SUJUS T LI IIJOMTIT O TOS0T JU TUDDUDZT LU TO TTDU TEOUZ0T JITOOT

Device Public Key X:

1848E8C10548CDD9C1E319A0B2C893F0E1E85513CF5DEE2AD47402F 1878¢
Device Public Key Y:

B7BDE6G89E47DB3DBBF2A38FA5498896BEG1E46B21671921D4427C28F44CE
Signature R:

2AD4F8ACED7A993FE74F67294E69BCDA1BADE9F85BC47B0DEB31FAQ805!
Signature S:

401AFD2A26B1F47B:

4

Figure 16. An authenticated temperature reading.

Maxim Integrated, Inc.

Page 15 of 19



3. Slide the Enable Periodic Updates and this continually requests and receives an authenticated
temperature reading while graphing a log of the results in the Temperature Readings panel.
The increments of the temperature readings occur every five seconds. Each reading can be
verified to be authentic as listed in the Communication Log panel as shown in Figure 17.

wim  DeepCover® Embedded Security in loT: Comestmes |

integrated..

Public-Key Secure Data Paths

Enabie Lasar Module [ @ Object Temperature Alarm [30]< B
w_Download )
Ensble Perindic Updstes [ @ Ambiert Tempersture Alarm [30]c

Object Temperature Ambient Temperature Temperature Readings

—

Temperature (Celsius)

Time
mmm Ohbject Tem... === Ampient Te...

Communication Log Clear Log ,

-

Device Public Key X:
1848E8C10548CDD9C1E319A0B2C893F0E1E85513CFSD6E2AD47402F 1878¢
Device Public Key Y:
B7BDE689E47DB3DBBF2A38FA5498896BEG1E46B21671921D4427C28F44C¢
Signature R:

4C49CA24DEBEOF17344E9CEG2E8DOF 155835BFC7B8212B44231A86495811!
Signature S:

C566AE37321 B81A3D610B98073D8508(

ed

4

Figure 17. An Authenticated temperature reading with history graphed.
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4. In summary, the Temperature Demo authenticates temperature each time by doing the
following (Figure 18):

a. The mbed receives a get temperature command along with the challenge from the
web server (i.e,, it is instructed by the web client).

b. On the mbed, DS2476 locally authenticates (i.e., by using a locally symmetric-
based authentication with HMAC SHA-256) the DS28C36 on the sensor module
and locally reads the temperature.

c. Assuming the sensor module is declared authentic, the mbed reads and signs the
temperature reading with the device private key in DS2476 and the received
challenge. The mbed sends the temperature reading and signature to the web
server.

d. The web server uses the device public key obtained beforehand during the Demo
Setup, the challenge, and the just received temperature reading/signature to verify
authenticity.

Web Server 0
‘.:’ /’
9AB C6 F7
T71¢ 05

(e Fitueeack
Signature

MAXREFDES 155 mbed Shield

20 OF

Authentic!

o

Send Get
Temp Cmd!

IR Laser
Sensor Module

DS2476 y
Signals from mbed
w i m base board

[ "
/ mbed Platform
(e Bk MAX32600MBED

Signature

Laser Pointer ¥

Figure 18. An illustration of Authenticated temperature readings.
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Image Demo

The web client can also be used to send an image securely to the mbed platform. After the Demo
Setup has completed successfully, do the following to run this demo:

1.

2.

4.

In the web client, click on the Secure Download button and a popup window opens.

Select an image to download, check the Valid box so the image has a digital signature
generated/used that is valid and click on Download to send the image to the LCD display of
the mbed shield (Figure 19).

Note: The web client contains the color images and the correlating black & white LCD image.

d Select Image to Download 91

1 = -
-
| ‘ N

2 3

A

A

Figure 19. Select image to download.

Verify the MAXREFDES155# mbed shield shows the selected iButton® image in black and
white on the LCD display.

In summary, the Image Demo authenticates the image each time by doing the following:
a. The web client sends the LCD image bytes and settings to the web server. (Figure 18)

b. The web server uses system private keys and signs the LCD image data. The web
server checks the Valid flag. If not checked, the web server corrupts the LCD
image data after simulating a man-in-the-middle attack. Then, it sends the LCD
image data and signature to mbed.

c. The mbed gets the LCD image data plus the correlating signature and verifies the
signature.

e |[f the signature passes, then the mbed LCD shows the image.

o [fthe signature fails, then the mbed LCD does not show the image but an error message.
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Trademarks

DeepCover is a registered trademark of Maxim Integrated Products, Inc.
iButton is a registered trademark of Maxim Integrated Products, Inc
mbed is a registered trademark of ARM Limited.

©2017 by Maxim Integrated Products, Inc. All rights reserved. Information in this publication concerning the devices,
applications, or technology described is intended to suggest possible uses and may be superseded. MAXIM INTEGRATED
PRODUCTS, INC. DOES NOT ASSUME LIABILITY FOR OR PROVIDE A REPRESENTATION OF ACCURACY OF THE
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DEVICES, OR TECHNOLOGY DESCRIBED HEREIN OR OTHERWISE. The information contained within this document has
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